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1
Decision/action requested

This contribution proposes to update TR 33.740 solution#1 
2
References

[1]
3GPP TR 33.740 V0.3.0 

4
Proposal

It is proposed to add the following changes to solution #1 in TR 33.740 [1]. 

***
BEGIN OF CHANGES
***

6.1
Solution #1: Restricted Peer UE IP Discovery with Layer-3 UE-to-UE Relay
6.1.1
Introduction

This solution is for the 5G ProSe Layer-3 UE-to-UE Relay case. It addresses Key Issue #4: Privacy of information over the UE-to-UE Relay, Key Issue #3: Authorization in the UE-to-UE Relay Scenario, and 2nd requirement of Key Issue #1: Security for UE-to-UE Relay discovery (protection of privacy sensitive information of source and target UEs).  

TR 23.700-33[2] describes several solutions for Layer-3 based which are all based on IP routing functionality at the UE-to-UE Relay. As part of the PC5 unicast link establishment procedure, the ProSe 5G UE-to-UE Relay allocates an IP address/prefix to the UE or is informed of the UE's IP address/prefix. The Relay stores the association of the UE's Application layer ID (also called User Info) and UE's IP address/prefix (e.g. into its DNS entries). When a source UE needs to communicate with a target UE via the ProSe 5G UE-to-UE Relay, it sends a request (e.g., DNS query) to the ProSe 5G UE-to-UE Relay, over the unicast link, to obtain the target UE's IP address/prefix (based on Target User Info). The Relay returns the IP address/prefix of the target UE. The source UE sends IP data to the target UE via the PC5 unicast link to UE-to-UE Relay. The UE-to-UE Relay acts as an IP router and forwards the packets to the corresponding PC5 unicast link towards the target UE.

When using the IP based routing, a UE connected to a UE-to-UE Relay may wish to restrict the discovery of its IP address/prefix for privacy reasons, such as only authorized peer UEs can discover the UE. This is similar to the restricted discovery mechanism where only an authorized Discoverer UE may discover a Discoveree UE. Besides IP address/prefix privacy aspect, the UE-to-UE Relay also needs to ensure that only authorized peer UEs can communicate with the UE. 

To enable the support of Restricted IP address/prefix discovery, a UE indicates to the UE-to-UE Relay during the PC5 link establishment procedure if its IP address/prefix may be discovered/shared with peer UEs without seeking the UE authorization or if a prior authorization from the UE is required. In addition, to minimize the PC5 signaling needed to support Restricted IP address/prefix discovery, the UE may provide a token to the UE-to-UE Relay to delegate IP address/prefix sharing authorization to the UE-to-UE Relay using this token.

6.1.2
Solution details

This procedure enables a UE (UE1) to indicate to the UE-to-UE Relay if its IP address/prefix may be shared with a peer UE (UE2) without seeking its authorization or if its authorization is required. It also enables UE1 to provide information to the UE-to-UE Relay to verify directly if UE2 is authorized to receive IP address/prefix information of UE1.
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Figure 6.1.2-1: "Restricted" IP discovery procedure for 5G ProSe Layer-3 UE-to-UE Relay

1.
UE1 provides an indication (IP discovery authorization required) and may provide an authorization token during the PC5 Link Establishment procedure with the UE-to-UE Relay. UE-to-UE Relay stores this indication and token (if received) along with other UE1 and PC5 link information. UE1 may be pre-provisioned with the IP discovery authorization token. The token may be generated by UE1 to allow UE2 to discover its IP address. The validity of the token can be associated with the current PC5 unicast link, particular target UE(s), for a particular period, etc. The token is sent protected over the secure PC5 link using the security keys established with the relay.

2.
UE-to-UE Relay receives a DNS query from UE2 including UE1's User Info and possibly a token. UE-to-UE Relay retrieves UE1's info and if the IP discovery authorization required indication is set, UE-to-UE Relay validates the token received from UE2 with UE1's saved token, if a token is received on Query and if a token from UE1 is saved on the UE-to-UE Relay.


The distribution of such token to the UE2 may be performed out of band or in band, e.g., by UE-to-UE Relay after/during a successful DNS query (as specified at step 5).

3.
If no token is received from UE2 and/or no token has been provided by UE1 during the link establishment procedure, UE-to-UE Relay sends a PC5-S IP Discovery Authorization Request message with UE2's User Info, UE2's IP address, and the token from UE2 (if received on the Query) to UE1, requesting authorization to share UE1's IP address with UE2.

4.
UE1 receives the PC5-S IP Discovery Authorization Request message and replies with a PC5-S IP Discovery Authorization Accept or Reject message, specifying UE2's User Info. UE1 may provide a token at this point for future DNS query messages to be authorized directly at the UE-to-UE Relay using this token. UE1's decision to authorize IP disclosure via the UE-to-UE Relay or provide an authorization token to the UE-to-UE Relay may be based on policies, Application's layer authorization, etc.

5.
UE-to-UE Relay sends a DNS response to UE2 with UE1's IP address (if token matches at the UE-to-UE Relay or if a PC5-S IP Discovery Authorization Accept message is received from UE1) or doesn't reply to the Query message (if no match with token or if a PC5-S IP Discovery Authorization Reject message is received from UE1). UE-to-UE Relay stores the token, if provided by UE1, and may send it to the UE2 with the response. UE2 may use this token the next time it needs to send a DNS query message to discover UE1's IP address.

6.1.3
Evaluation

This solution proposes to use an authorization token exchanged with a L3 UE-to-UE Relay prior to allowing the discovery of UE's IP address/prefix information. This solution ensures that private UE's IP address/prefix information is only exposed to authorized peer UEs. 

This solution addresses: 

· Key Issue #1 (2nd requirement): Security for UE-to-UE Relay discovery (protection of privacy sensitive information of source and target UEs).  

· Key Issue #3 (2nd requirement): Authorization in the UE-to-UE Relay Scenario 

· Key issue #4 (all requirements): Privacy of information over the UE-to-UE Relay.

***
END OF CHANGES
***
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